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Protecting Digital Privacy Under Implementation of Artificial Intelligence
Applications (A Comparative Analytical Study)

Abstract

With the rise of the Fourth Industrial Revolution (4IR), a new era in technical
development and digital transformation in which technology has become an integral part
of societies. This led to a significant increase in the emergence of artificial intelligence
applications that have entered many areas in the world became integral part of our daily
lives. Living without technology has become delusional and almost impossible. We see
the uses of drones in the field of e-commerce in the delivery of goods and services, surgical
robots in precise operations, professional and legal advice remotely, and smart government
in the use of automated government applications -The UAE government is among the
governments who adopted smart technology, the UAE government is developing the UAE
digital government strategy 2025 and the UAE strategy for artificial intelligence — the real

life result can be seen through the interactive education during the COVID-19 Pandemic.

But despite all these advantages of artificial intelligence applications, it may affect
one of the basic rights of individuals, which is the right of personal privacy or the right to
a private life. This is guaranteed by heavenly laws and the constitutions of the positive
countries unanimously out of respect for its sanctity as it is one of the rights that affects
the dignity of the individual. Moreover, it may not be violated or assaulted, so it was
necessary to put in place legal frameworks not to violate the elements of privacy in

artificial intelligence applications.

Several legislations appeared in this regard, perhaps the most famous of which is
the European General Data Protection Regulation No. 679 of 2016, and many laws
followed the same approach, such as Egyptian Law No. 151 of 2020 issuing the Personal
Data Protection Law and recently the issuance of Federal Decree Law No. 45 of 2021
regarding Protection of personal data. In this study we will see the adequacy and

comprehensiveness of these legal frameworks to provide the desired protection for the

viii



privacy of individuals. Additionally, this study will explore the need of new legal rules to
protect privacy, especially while dealing the artificial intelligence applications in the
absence of an independent law to protect privacy and the absence of a law or legal rules

related to artificial intelligence.

Keywords: Digital privacy, Personal data, Artificial intelligence applications, Personal

data owner, Artificial intelligence application operators, Civil liability.
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3 See article 21 / 2&3 of Regulation (EU) 2016/679, 2. Where personal data are processed for direct marketing purposes, the data subject
shall have the right to object at any time to processing of personal data concerning him or her for such marketing, which includes profiling

to the extent that it is related to such direct marketing.
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1 Seearticle 21/5 of Regulation (EU) 2016/679, the data subject may exercise his or her right to object by automated means using technical

specifications.

2 See article 21/6 of Regulation (EU) 2016/679, Where personal data are processed for scientific or historical research purposes or
statistical purposes pursuant to Article 89(1), the data subject, on grounds relating to his or her particular situation, shall have the right to
object to processing of personal data concerning him or her, unless the processing is necessary for the performance of a task carried out

for reasons of public interest.

3 See article 4/ 11 of Regulation (EU) 2016/679, consent’ of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the

processing of personal data relating to him or her.
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4 See article 7 / 3 of Regulation (EU) 2016/679, The data subject shall have the right to withdraw his or her consent at any time. The

withdrawal of consent shall not affect the lawfulness of processing based on consent before its withdrawal.
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2 Sam, B (2017). Saudi Arabia takes terrifying step to the future by granting a robot citizenship .Access date : 23/01/2022

.https://web.archive.org/web/20180623032828/https://www.avclub.com/saudi-arabia-takes-terrifying-step-to-the-future-by-gra-

1819888111

3 Point (57) of European Parliament resolution of 16 February 2017 with recommendations to the Commission on Civil Law Rules on

Robotics stipulates: "Points out that a possible solution to the complexity of allocating responsibility for damage caused by increasingly

autonomous robots could be an obligatory insurance scheme, as is already the case, for instance, with cars; notes, nevertheless, that unlike
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the insurance system for road traffic, where the insurance covers human acts and failures, an insurance system for robotics should take

into account all potential responsibilities in the chain".
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https://www.cc.gov.eg/i/H/111740345.pdf

3 For more, see https://www.europarl.europa.eu/thinktank/en/document/EPRS BRI(2021)698792, Access date: 10/06/2022.
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